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The Command and Control pyramid gty fr e

has all this under
the bonnet ...

but the driver sees very

whereas
little information ...

sometimes one
needs to know a
little more

An loT engine is
equipped with
sensors

© Siemens 2019

Page 2 Dr. Ir. Bob Janssen — Delft Aspect conference Octobre 2019



Similar situation in signalling R

Control We have a limited,
centre need-to-know view of
system reality ...

Controls
1.n

Interlocking _

Information
choke
Controls
but under the
Field devices bonnet, it's largely
a black box

4 —@® ole] -
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i i SIEMENS
How to extract information — the upstream part gty fr e

Eavesdrop on data traffic on the

. 7 interlocking bus that dynamically
Dyn amicC reveals field element state
data
Information - : : :
= : ORI ormatio Mix in static configuration data
= p10100101111010 server from the configuration documents
— ) .
\ DOCS But how to present it to the

— outside world ?

Static data
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Other industries have similar C&C architectures and needs R

There’s Lo

Historic data

“...data transfer standards for ...
... secure and reliable
interoperability in industrial
automation”

© o ¢ Factory Floor l
EtherCAT
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What can OPC-UA do for us

Open

* Independence of the
communication technology from
manufacturer, sector, operating
system, programming language

‘ Structured data

* Mapping ot information content
with any degree of complexity for
modeling of virtual objects to
represent the actual products and
their production steps.

Smart networking

» Unplanned, ad hoc
communication for plug-and-
produce function with description
of the access data and the offered

function (services) for self-
organized (also autonomous)
participation in “smart” networked
orchestration/combination of
components
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Security

» Secure transfer and
authentication at user and
application level

Link to data engineering

* Integration into engineering and
semantic extension

SIEMENS
Iugev\ui\‘y—foru{e,

Live and trend analysis

» SOA, transport via established
standards such as TCP/IP for
exchanging live and historic data,
commands and events
(event/callback)

Interoperable

« Verification of conformity with the
defined standard




What information is out there

dynamic static

Supplier

Lanip aspect, and make

voltage, current
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Signal
position

static
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_ static
Signal protects

point xy

ID

static wiring

Static/
dynamic
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Dynamic information is present on

the interlocking bus

01100100100111110010100101111010

Static information is present in
plans, tables and text

A



How to get an OPC-UA server running

Information
3 model

OPC UA Client

Communication

OPC UA Applica

OPC UA Server

QOPC UA Application
Secure
communication

Communication Stack
SecureChannel

A
r

Figure 13 — SecureChannel and Session Services
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SIEMENS

 Static data
« Dynamic data
« Join meaning to data

* Object oriented
« Expose relations

* To selected users
* To views on subsets of data
« With high security

Ihgmui(y for life
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Presenting data to the end-user ot gty fr e

Bl unified & Alient - NewProject” - m} X
File  View ettings  Help
OeBBO #=0 XxY2 D
Project g X Attributes -3
v [A Project G|k [+]
v [ Servers Attribute a "
[2; Siemens NL UA Server op AWS B
~ [1 Documents
[3 Data Access View
00101111010 "
Non
Address Space 8 x
’_}‘No Hghlight - - (?;4}-9-201915:21:2&046
> & Gleisabschnitt 5143BT 30-9-2019 16:2:40,75%
> & Informationsmeldungen SV_10ZV( 0

> & Infarmationsmeldungen SV_207V( Good (0x00000000)
> & Schalterfunktion GFM_51048 2
> & Schalterfunktion GFM_51428
> & Schalterfunktion GFM_A5122
v & Signal 55102

> @ BLISPA

BaseDataType

-1(5calar)
» 4@ ELEFRE
> 40 FABLIN
> 4@ FABMIT

The server knows all
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Data structure

GRUEN

GeschwindigkeitMaxAmSignal
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>

A

Data value
Relations between data

s INF
Data semantics Ol'm .
ahOn

The client is agnostic

* Retrieves information from the server

any authorised 3" party can browse,
understand and use the information.
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Samples of information that can be served

Location of the power
supply controlling an

ATP section.

Source: Siemens configuration plans
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Source: interlocking data bus



Conclusion —information server is

Data can be enriched to inform about ...

* Where is my signal
» What is the state of the my signal
» What lies beyond my signal, e.g. a point

 Whatever information has been fed into the
server
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a digital mirror SIEMENS

lngesuity for Life
Signal
protects

point "

Position
within the ralil
network
Red
lamp is

lit I r

The richer the mirrored information,
the more conclusions can be drawn...



Algorithms can draw conclusions from available information R

Seeing the Big Picture allows answering clever queries

* Which routes are affected when a signal lamp fails ? _

« Which parts of the network are knocked out when a power supply fails ? Needed when looking
« Which routes are still available when a housing burns to the ground ? for weaknesses or root
« Which component can be at the origin of an observed fault pattern ? cause analyses

The information is rich and trustworthy

» Network view replaces a tunnel view of individual objects Keeping as-built docs
» Data originate from the interlocking configuration files and data bus

in sync with reality is
hard
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