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The Command and Control pyramid

Our system … has all this under

the bonnet …

but the driver sees very

little information …
whereas

sometimes one

needs to know a 

little more

An IoT engine is 

equipped with

sensors
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Similar situation in signalling

Control 

centre

Interlocking

Controls
1..n

Controls
1..m

Field devices

We have a limited, 

need-to-know view of 

system reality …

but under the

bonnet, it’s largely

a black box

Information 

choke
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How to extract information – the upstream part 

0110010010011111

0010100101111010

Information 

server

Eavesdrop on data traffic on the
interlocking bus that dynamically
reveals field element state 

Mix in static configuration data 
from the configuration documents

But how to present it to the
outside world ?

Dynamic

data

Static data

?
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Field objects

Logics

Operations 

Control

management

Other industries have similar C&C architectures and needs

Source: opcfoundation.org, white papers

“…data transfer standards for … 

… secure and reliable

interoperability in industrial

automation”
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What can OPC-UA do for us

Open

• Independence of the 
communication technology from 
manufacturer, sector, operating 
system, programming language

Scalable

• Scalability for integrated 
networking including the smallest 
sensors embedded devices and 
PLC controllers, PCs, 
smartphones, mainframes and 
cloud applications. Horizontal and 
vertical communication across all 
layers.

Security

• Secure transfer and 
authentication at user and 
application level

Live and trend analysis

• SOA, transport via established 
standards such as TCP/IP for 
exchanging live and historic data, 
commands and events 
(event/callback)

Structured data

• Mapping of information content 
with any degree of complexity for 
modeling of virtual objects to 
represent the actual products and 
their production steps.

Smart networking

• Unplanned, ad hoc 
communication for plug-and-
produce function with description 
of the access data and the offered 
function (services) for self-
organized (also autonomous) 
participation in “smart” networked 
orchestration/combination of 
components

Link to data engineering

• Integration into engineering and 
semantic extension

Interoperable

• Verification of conformity with the 
defined standard

Source: opcfoundation.org 
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What information is out there

Lamp aspect, 

voltage, current

ID

Signal

position

Signal protects

point xy

wiring

dynamic

static

static

Static/ 

dynamic

static

01100100100111110010100101111010

Dynamic information is present on 

the interlocking bus

Static information is present in 

plans, tables and text

Supplier

and make

static
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How to get an OPC-UA server running

Objects

Preasure

H_Level 

HH_Level 

LL_Level 

L_Level 

BaseObjectType

ObjectTypes

Organizes

AnalogMeasurement Measurement InstrumentRange

EURange

EngineeringUnits

Measurement InstrumentRange

EURange

EngineeringUnits

SystemAlarm

LevelAlarm

H_Level 

HH_Level 

LL_Level 

L_Level 

SystemAlarm

LevelAlarm

Temperature_1

Temperature_2

Information 

model

+

Compile information

• Static data

• Dynamic data

• Join meaning to data

Create structure

• Object oriented

• Expose relations

Authorise access

• To selected users

• To views on subsets of data

• With high security

Secure 

communication
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Presenting data to the end-user

0010100101111010

OPC-UA 

Information 

server

client

The server knows all

• Data structure

• Data semantics 

• Data value

• Relations between data

The client is agnostic

• Retrieves information from the server
any authorised 3rd party can browse, 

understand and use the information.
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Dynamic data informs

about signal state and

semantics

Samples of information that can be served

Location of the power 

supply controlling an

ATP section. 

signal state and

semantics

Source: Siemens configuration plans

Source: interlocking data bus
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120

Conclusion – information server is a digital mirror

Data can be enriched to inform about …

• Where is my signal

• What is the state of the my signal

• What lies beyond my signal, e.g. a point

• Whatever information has been fed into the 
server

Position 

within the rail 

network

Signal 

protects 

point

Red 

lamp is 

lit

The richer the mirrored information, 

the more conclusions can be drawn…
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Algorithms can draw conclusions from available information

Seeing the Big Picture allows answering clever queries

• Which routes are affected when a signal lamp fails ?

• Which parts of the network are knocked out when a power supply fails ?

• Which routes are still available when a housing burns to the ground ?

• Which component can be at the origin of an observed fault pattern ? 

The information is rich and trustworthy

• Network view replaces a tunnel view of individual objects

• Data originate from the interlocking configuration files and data bus

Exit

R

Needed when looking 

for weaknesses or root 

cause analyses

Keeping as-built docs 

in sync with reality is 

hard


